ANDROID HARDENING

A GUIDE FOR MOBILE USERS
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PRIVACY

Play Store App

Settings > Google

Main Settings

Click your Initial in the top right corner

- Play Protect TURN ON
- Personalization in Play TURN OFF
- Data Saved by Play TURN OFF
- Related Google Settings

- Ad Personalization TURN OFF

Click “All Services”

« Devices CONFIRM ALL CONNECTED DEVICES
« Quick Share SET TO OFF, YOUR DEVICES, OR CONTACTS
- Ads DELETLE AD ID

« Click Your Name

« Security & Sign-In

CONFIRM 2FA IS ON

- Data & Privacy

CONFIRM HISTORY SETTINGS

« Personalized Ads

TURN OFF IN MY AD CENTER
AND SEARCH PERSONALIZATION

« Info You Can Share With Others

CONFIRM YOUR PREFERENCE

Network & Internet/Connectivity

- Mobile Network

- Mobile Network Diagnostics TURN OFF
- Advanced
- Private DNS TURN TO AUTOMATIC
Apps & Notifications
» Notifications
TURN OFF

- Sensitive Notifications (Show when locked)
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PRIVACY

Main Settings - Advanced
- Permission Manager

CONFIRM APP PERMISSIONS

- Special App Access

» Unrestricted Data

CONFIRM APP PERMISSIONS

« Install Unknown Apps

CONFIRM APP PERMISSIONS

« Usage Access

HIGHLY RECOMMENDED TO SET ALL
TO “NOT ALLOWED”

« Wi-Fi Control

CONFIRM APP PERMISSIONS

Display

- Advanced
- Lock Screen Display

SET TO “DON’T SHOW” OR “SHOW
SENSITIVE ONLY WHEN UNLOCKED”

Privacy
- Advanced
- Activity Controls
- Web & App Activity TURN OFF
« YouTube History TURN OFF
» Personalized Ads CONFIRM OFF
» Usage & Diagnostics TURN OFF

Accounts

CONFIRM ONLY YOUR ACCOUNT IS PRESENT

Security

« Screen Lock > Cog Wheel
- Automatically Lock

RECOMMEND 2 MINS OR LESS AFTER SLEEP

« Smart Lock

TURN OFF

« SIM Card Lock

*WHILE TRAVELING, TURN ON

«» Encryption & Credentials
- Encrypt Phone

TURN ON



