Open Settings « AirDrop - Recommend setting to “Contacts Only”

General — .
- Bringing Devices Together TURN OFF
z - Apple Intelligence & Siri TURN OFF
| IF NOT WANTING TO USE
E Face ID - Stolen Device Protection TURN ON
P

a SRR - Face ID with a Mask TURN OFF
m - Require Attention for Face ID & Attention TURN ON

wn Aware Features
g2
I 8 - Require Passcode IMMEDIATELY
m 5 - Allow Access When Locked TURN OFF ALL OPTION

m
z CE) Apple ID, iCloud, » Click your name at the top of the main Settings screen

o o
o o R B AL R - Sign-In & Security

t - Verify your trusted phone number TURN ON
I @) - Two-Factor Authentication
A.c
— < « iCloud

- iCloud Backup
- Private Relay

- Advanced Data Protection
* This may require updating any devices connected
to iCloud account before it can be enabled.

- Access iCloud Data on the Web

- Verify associated devices at the bottom

® of the Apple ID page
* Select any device(s) that may be old or unknown and
“Remove from Account”

TURN ON

Cad
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PRIVACY



Privacy & Security - Location Services - Location Alerts

TURN OFF

Confirm no apps listed are set to “always”

» System Services (at the bottom)
- Significant Locations

CLEAR HISTORY & TURN OFF

- Journaling Suggestions

- Product Improvement TURN ALL 3 OPTIONS OFF
. Tracking TURN OFF
- Confirm apps with access to:
- Contacts - Microphone
- Photos - Camera
TURN OFF

*TURN OFF DISCOVERABLE BY OTHERS

IPHONE HARDENING

A GUIDE FOR MOBILE USERS

« App Privacy Report

c
=

« Analytics & Improvements TURN OFF
» TURN OFF
« Apple A
pple Advertising PERSONALIZED ADS
TURN ON

* TO SEE A SNAPSHOT OF HOW APPS
USE YOUR DATA

PRIVACY
- Stolen Device Protection

TURN ON>SET TO ALWAYS
THIS WILL ENABLE A 1 HOUR SECURITY
HOLD ON CHANGING ACCOUNT

& PASSWORD SETTINGS

STAY CONNECTED | @& vISIT US 360privacyio [V]EMAIL US info@360privacy.io



