


OPEN SETTINGS

GO TO PRIVACY & SECURITY - LOCATION SERVICES

Location Services - confirm which apps have access to your location

Location Services

Q Location Services
— Allow the applications and sarvices balow to determine your location

) Foous @ 1Password

® Screen Time

] Home
9 General .

{ Appearance B Microsoft Qutlook
(f) Accessibility

[ control Center @ Microsoft Teams (work or school)
© Sirl & Spotiight . Microsoft Teams WebView
@ Privacy & Security

[=] Desktop & Dock

‘®- Displays
' Wallpaper
. Screen Saver




OPEN SETTINGS
GO TO PRIVACY & SECURITY - LOCATION SERVICES

System Services > click “Details” > Significant Locations > Turn OFF
and clear history

< Location Services

Q L — B

T Quung B Microsoft Outlook
& Focus
® Screen Time Microsoft Teams (work or school)

” General . Microsoft Teams WebView

. Reminders

. Control Center E) Safari
® Siri & Spotlight
@ Privacy & Security @ siac

@ Appearance
@ Accessibility

[=) Desktop & Dock &) System Services ¥ Details...

“®: Displays

' Wallpaper About Location Services & Privacy...
' Screen Saver

System Services Can Access Your Location For

Alerts & Shortcuts Automations

Suggestions & Search

Setting time zone -

System customization ¥ @&
Significant locations 2 Details...
Find My Mac <

HomeKit




OPEN SETTINGS

GO TO PRIVACY & SECURITY

System Services > click “Details” > Mac Analytics > Turn OFF

System Services Can Access Your Location For

Alerts & Shortcuts Automations

Suggestions & Search

Setting time zone

System customization =¥

Significant locations

Find My Mac - @
HomeKit &
MNetworking and wireless ¥ &

Mac Analytics &

Show location icon in Control Center when System Services &

Done




OPEN SETTINGS

GO TO PRIVACY & SECURITY

Back out to main Privacy & Security page >confirm choices for the following apps:
- Contacts
- Photos
- Microphone
- Camera
*(if there is any app with access to any of these four features that shouldn’t, turn it OFF)

< 7 Privacy & Security

Q Privacy

T OUUT IV
% Location Services
& Focus

% Screen Time | Contacts

@ ceneral . il Calendars
¢ Appearance

(8 Accessibility Reminders

' Control Center
Photos

®& Siri & Spotlight

& Privacy & Security Bluetooth
[=] Desktop & Dock Microphone

‘8 Displays
. Wallpaper Camera

. Screen Saver
Motion & Fitness

- Battery

HomekKit
& | ock Screen

E Touch ID & Password M speech Recognition

2= Users & Groups




OPEN SETTINGS

GO TO PRIVACY & SECURITY

Full Disk Access > confirm nothing has full disk access
(Exception may be company-managed services)

Full Disk Access

Q

T O

& Focus

% Screen Time Adobe Desktop Service

' General . com.micresoft.autoupdate
{ Appearance

(&) Accessibility

@ control Center Slack

sentineld_helper

= Siri & Spotlight

& Privacy & Security

[=] Desktop & Dock
‘e Displays
. Wallpaper

- Screen Saver
= Battery

B | ock Screen
a Touch ID & Password

22 llsers & Grouns




OPEN SETTINGS

GO TO PRIVACY & SECURITY

Analytics & Improvements
Turn ALL OFF

Analytics & Improvements

Q

T SOUna

Mac Analytics

L Focus

% Screen Time

' General

{) Appearance
(f) Accessibility
. Control Center
& Siri & Spotlight

® Privacy & Security
About Device Analytics & Privacy...

[=] Desktop & Dock

‘#: Displays

- Wallpaper
- Screen Saver
- Battery

& | ock Screen

ﬂ Tauech |0 & Password




OPEN SETTINGS

GO TO PRIVACY & SECURITY

Apple Analytics
Turn ALL OFF

Apple Advertising

Q Apple Delivered Advertising

iy UL
& Focus -

B Sorem Tine About Apple Advertising & Privacy...

g CGeneral Ad targeting information is used by Apple to personalize your ad experience

{ Appearance View Ad Targeting Information...
(#) Accessibility

. Control Center
& Siri & Spotlight

Personalized Ads
& Privacy & Security

[=] Desktop & Dock
8- Displays
. Wallpaper

. Screen Saver
- Battery

B |ock Screen
ﬂ Touch ID & Password

24 Users & Grouns




OPEN SETTINGS

GO TO PRIVACY & SECURITY

Q

Er SOuUna
& Focus

% Screen Time

9 General

{) Appearance
(¥) Accessibility
@ control Center
& Siri & Spotlight

& Privacy & Security

[=] Desktop & Dock

‘e: Displays

. Wallpaper
. Screen Saver

- Battery

& | ock Screen

] ﬂ Traureh 1IN & Pasewnrd

File Vault
Turn ON

< 2

WED SV R PV Y e DI

Privacy & Security

Security

Allow applications downloaded from

‘ This setting has been configured by a profile

Allow accessories to connect

- FileVault

® Lockdown Mode

Others

' Extensions

. Profiles

Ask for New Accessories 2

Advanced...

?




GO BACK TO MAIN SETTINGS

SELECT NETWORK

Firewall
Turn On

Metwork

= Wi-Fi
Sign in

with your Apple ID .
@ Filters
= Wi-Fi

% | Bluetooth . Flff'.-'ffiflll_
@ Network

5 Other Services
B Notifications

&l Sound ' USE 10/100/1000 LAN

&L Focus
Thunderbolt Bridge
*  Screen Time ' R 9

na
Q General

{) Appearance

() Accessibility

. Control Center

& Siri & Spotlight

® Privacy & Security




GO BACK TO MAIN SETTINGS

SELECT USERS & GROUPS

Q

{ Appearance
() Accessibility
@ control Center
& Siri & Spotlight

® Privacy & Security

=] Desktop & Dock
-#- Displays

. Wallpaper

. Screen Saver
- Battery

& | ock Screen

n Touch ID & Password

24 Users & Groups

. Passwords

(@ Internet Accounts

Guest User
Turn Off

Users & Groups

'ff:i Bobby Zaidan

s

8 Guest User

Add Group...

Automatically log in as

Automatic login can’t be turned on because FileVault is enabled

Network account server

Add User...




GO BACK TO MAIN SETTINGS

SELECT TOUCH ID & PASSWORD

Confirm choices for using Touch ID

< Touch ID & Password
Q, Password

‘W Privacy & Security A login password has been set for this user.

=] Desktop & Dock

. Touch ID
% Displays i :

. Wallpaper il
. Screen Saver

- Battery Add Fingerprint

8 Lock Screen Use Touch ID to unlock your Mac

n Touch ID & Password
Use Touch ID for Apple Pay

a= Users & Groups
Use Touch ID for purchases in iTunes Store, App Store,

m Passwords and Apple Books

(@ Internet Accounts Use Touch ID for autofilling passwords

u Game Center

Use Touch ID for fast user switching
&8 Wallet & Apple Pay

(-] Keyboard




GO BACK TO MAIN SETTINGS

SELECT YOUR NAME AT THE TOP

Sign-in & Security

Confirm your phone number is correct
and Two-Factor Authentication is ON

= Wi-Fi
X | Bluetooth
@ Network
@) vPN

? Notifications
@) sound
€ Focus

% Screen Time

Q General

© Appearance
@ Accessibility

- Control Center

* Siri & Spotlight

@ Privacy & Security

= Desktop & Dock
-®- Displays

. Wallpaper

Sign-In & Security

Email & Phone Numbers

These email addresses and phone numbers can be used to sign in. They can also

be used to reach you with iMessage, FaceTime, Game Center, and more.

Apple ID

+

@
@

Password Change Password...

Two-Factor Authentication
Your trusted devices and phone numbers are used to verify your identity
when signing in.

Account Recovery

If you forget your password or device passcode, you have a few options to

recover your data.

Legacy Contact
A legacy contact is someone you trust to have access to the data in
your account after your death.

Automatic Verification
Bypass CAPTCHAs in apps and on the web by allowing iCloud to
automatically and privately verify your device and account.

Set Up




GO BACK TO MAIN SETTINGS

SELECT YOUR NAME AT THE TOP

Back out to Apple ID settings
Confirm devices listed associated with your iCloud account. If there are any old
or unknown devices, select them and click “Remove from Account”

< > AppleID

B8 Personal Information
O Sign-In & Security
= Wi-Fi
uetoo om Paymen ippin
% Bluetooth @ Payment & Shipping

@ Network
@ vPN B iCloud

I Notifications ® Media & Purchases
@) sound

B Family Sharing
€| Focus

% Screen Time

g General

©® Appearance

Devices

_
[

@ Accessibility
- Control Center
» Siri & Spotlight

W' Privacy & Security

= Desktop & Dock

-8- Displays
. Wallpaper
. Screen Saver




GO BACK TO MAIN SETTINGS

SELECT YOUR NAME AT THE TOP

Cloud
Private Relay > Turn ON

iCloud+

Backups @ Photos and Videos @® Documents Mail

= Wi-Fi Account Storage

i Bluetooth Optimize Mac Storage

@ Network The full contents of iCloud Drive will be stored on this Mac if you have
enough space. Older documents will be stored only in iCloud when space is

@ vPN needed.

I Notifications L.
. Apps Using iCloud
%)) Sound

€| Focus B Photos
S Ti
RGN T B iCloud Drive

g General ) )
= iCloud Mail
©® Appearance
@ Accessibility [ Passwords & Keychain Off

- Control Center
Show More Apps...

» Siri & Spotlight

W' Privacy & Security
iCloud+

= Desktop & Dock

Private Relay

-8- Displays
. Wallpaper Hide My Email

Screen Saver
. ™ .. . - .




GO BACK TO MAIN SETTINGS

SELECT YOUR NAME AT THE TOP

Advanced Data Protection > Turn ON - this will require all associated devices to
be updated, and for you to select a recovery contact. Once the contact has
accepted through the text message, you will repeat these steps to turn on

Advanced Data Protection

< iCloud

Optimize Mac Storage

The full contents of iCloud Drive will be stored on this Mac if you have
enough space. Older documents will be stored only in iCloud when space is
needed.

<= Wi-Fi Apps Using iCloud
3| Bluetooth

@ Photos
@ Network

@ VPN e iCloud Drive

I Notifications {8, iCloud Mail
@) Sound

* Passwords & Keychain
€| Focus

X | Screen Time Show More Apps...

Q General

@ Appearance
@ Accessibility Private Relay
- Control Center

iCloud+

Hide My Email

* Siri & Spotlight

@ Privacy & Security DAY Custom Email Domain

= Desktop & Dock

BB Displays Advanced Data Protection

. Wallpaper
Access iCloud Data on the Web
. Screen Saver Access your mail, contacts, calendar, photos, notes, reminders, files, and
documents on the web at iCloud.com. You'll need to use your trusted device
' Battery to give Apple access to display your data every time you sign in.




GO BACK TO MAIN SETTINGS

SELECT YOUR NAME AT THE TOP

Access iCloud data on the web > Turn ON

< iCloud

Optimize Mac Storage

The full contents of iCloud Drive will be stored on this Mac if you have
enough space. Older documents will be stored only in iCloud when space is
needed.

<= Wi-Fi Apps Using iCloud
3| Bluetooth

B nework Photos
etwor

@ VPN e iCloud Drive

? Notifications {8, iCloud Mail
@) Sound

” Passwords & Keychain
€| Focus

X | Screen Time Show More Apps...

Q General

@ Appearance
@ Accessibility Private Relay
- Control Center

iCloud+

Hide My Email

* Siri & Spotlight

@ Privacy & Security DY Custom Email Domain

= Desktop & Dock

BB Displays Advanced Data Protection

. Wallpaper
Access iCloud Data on the Web
. Screen Saver Access your mail, contacts, calendar, photos, notes, reminders, files, and
documents on the web at iCloud.com. You'll need to use your trusted device
' Battery to give Apple access to display your data every time you sign in.
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