


CHANGE PRIVACY SETTINGS

<& Settings

@ Home

Find a setting

Privacy

Windows permissions
|9| General
R Speech
Inking & typing personalization
&' Diagnostics & feedback

Bt Activity history

App permissions

& Location

[©] Camera
Microphone

‘E’ Voice activation

[J Notifications

A= Account info

OPEN WINDOWS SETTINGS
GO TO PRIVACY - GENERAL

General
Change privacy options

Let apps use advertising ID to make ads more interesting to you based
on your app activity (Turning this off will reset your 1D.)

@D or

Let websites provide locally relevant content by accessing my language
list

@D off
Let Windows track app launches to improve Start and search results
@D of

Show me suggested content in the Settings app

@D or

Know your privacy options

Learn how this setting impacts your
privacy.

Learn more

Privacy dashboard

Privacy statement

Help from the web

Managing Microsoft account privacy
settings

Changing my child's privacy settings
Changing privacy settings

Consumer health privacy

Q Get help
& Give feedback

Turn OFF all options for using advertising ID, local content,

app tracking, and suggested content



OPEN WINDOWS SETTINGS
GO TO PRIVACY - GENERAL

SPEECH & INKING AND TYPING PERSONALIZATION

& Settings

@ Home Speech

Find a setting Online speech recognition Know your privacy options

Learn how this setting impacts your
Privacy Use your voice for dictation and other apps using Microsoft's online privacy.

speech recognition technology. Learn more
Privacy statement
With this setting turned off, you can still use the Windows Speech
Windows permissions Recognition app or other speech apps that do not depend on this

setting. @ Gethelp

B General @) off = Give feedback Tu rn OFF

2 Speech

Inking & typing personalization

A% Diagnostics & feedback

Bi  Activity history

App permissions
A Location

@ Camera

& Microphone
& Voice activation
[ Notifications

A= Account info

& Settings

@ Home Inking & typing personalization

Find a setting Getting to know you Know your privacy options

Learn how this setting impacts your
Privacy Use your typing history and handwriting patterns to create a personal privacy.

dictionary that makes better suggestions for you. Learn more
Privacy dashboard
When this is switched off your personal typing and inking dictionary Privacy statement
Windows permissions will be cleared, but the standard dictionary will continue to provide
typing suggestions and handwriting recognition

A General @) off = - Tu rn OFF

£ Give feedback

Q) Speech View your personal dictionary

Inking & typing personalization

AP Diagnostics & feedback

S Activity history

App permissions
A Location

O Camera

& Microphone
&  Voice activation
[J Notifications

Account info




DIAGNOSTICS & FEEDBACK

DIAGNOSTIC DATA & TAILORED EXPERIENCES

& Settings

@ Home

Find a setting

Privacy

Windows permissions.

B General

R Speech

Inking & typing personalization
& Diagnostics & feedback:

Bt Activity history

App permissions.
A Location

[© Camera

8 Microphone
&  Voice activation
[ Notifications

A= Account info

OPEN WINDOWS SETTINGS
GO TO PRIVACY - GENERAL

Diagnostics & feedback

Diagnostic data

Choose how much diagnostic data you want to send to Microsoft.
Diagnostic data is used to help keep Windows secure and up to date,
troubleshoot problems, and make product improvements. Regardless of
which option you select, your device will be equally secure and will
operate normally. Get more info about these settings

(® Required diagnostic data: Send only info about your device, its
settings and capabilities, and whether it is performing properly.

O Optional diagnostic data: Send info about websites you browse and
how you use apps and features, plus additional info about device
health, device activity, and enhanced error reporting. Required
diagnostic data will always be included when you choose to send
Optional diagnostic data.

Improve inking and typing

Your current Diagnostic data setting prevents inking and typing data
from being sent to Microsoft.

Tailored experiences

Let Microsoft use your diagnostic data, excluding information about
websites you browse, to offer you personalized tips, ads, an
recommendations to enhance your Microsoft experiences.

@D orf

Know your privacy options
arn how this setting impacts your

privacy

Learn more

Diagnostic

Privacy statement

@ Gethelp Da ta

£ Give feedback

VIEW DIAGNOSTIC DATA & FEEDBACK FREQUENCY

& Settings.

@ Home

Find a setting

Privacy

Windows permissions
General
Speech
Inking & typing personalization
Diagnostics & feedback

Activity history

App permissions
A Location
[©) Camera

Microphone

)
8  Voice activation
[

Notifications

Account info

Diagnostics & feedback

View diagnostic data

Turn on this setting to see your data in the Diagnostic Data Viewer.
(Setting uses up to 1 GB of hard drive space)

@D off

Open Diagnostic Data Viewer

Delete diagnostic data

Delete diagnostic data that Microsoft has collected about this device.
Delete

Once you choose to delete your data, we'll start the process of removing
copies from our systems. If you have a Microsoft account, you might
have additional diagnostic data that you can delete on the privacy
dashboard.

If this is a company-owned device, your IT department might have a
copy of some of this device’s diagnostic data. Learn more

Feedback frequency

Windows should ask for my feedback

Turn OFF

Automatically (Recommended)

Share your opinion about Feedback Hub survey notifications

Learn more about Diagnostics & feedback settings

AUTOMATIC



OPEN WINDOWS SETTINGS
GO TO PRIVACY - GENERAL

ACTIVITY HISTORY & LOCATION

& Settings

@ Home Activity history

Find a setting Jump back into what you were doing on your device by storing your Know your privacy options

activity history, including info about websites you browse and how you Learn how this setting impacts your
use apps and services. privacy.

Privacy
Learn more
[ store my activity history on this device Privacy dashboard
Privacy statement
Windows permissions
Review the Learn more and Privacy Statement to find out how Microsoft

products and services use this data to personalize experiences while

& General respecting your privacy. Q@ Get help

£ Give feedback
R Speech

Inking & typing personalization .
Show activities from these accounts

o e
A Diagnostics SJiEEtuug These are your accounts on this device. Turn them off to hide their

activities from your timeline.

= @D o Turn OFF

A Location Clear activity history

Hi  Activity history

App permissions

@) Camera Clear history for jphaneuf@360privacy.io

Clear
O Microphone
&  Voice activation

[ Notifications

Account info

Settings

@ e Location

- ) . ] K ) "
Find a setting Allow access to location on this device now your privacy options

Learn how this setting impacts your

If you allow access, you will enable Windows to use your device's privacy

Privacy capabilities to determine your location and Microsoft will use your

location data to improve location services. People using this device will

- s have access to location by using the Privacy dashboard
lg access blocks Windows from providing Privacy statement

Location access for this device Microsoft Store apps, and most desktop

@D off

B General Q@ Gethelp

& Give feedback

Learn more

Windows permissions

R Speech

Inking & typing personalizatiory
Allow apps to access your location

If you allow access, you can use the settings on this page to choose
which apps can access your device's precise location and location
Hi  Activity history history to enable location-based experiences such as directions and
weather. If you are signed in with a Microsoft account on this device,
your last known location is saved to the cloud, and shared with other
where you are signed in with your Microsoft account. Denying
only blocks the apps listed on this page from accessing your
ion.

&’ Diagnostics & feedback

App permissions

Location
Camera o
Some desktop apps may still be able to determine your location when
settings on this page are off. Find out why

If an app is using your location, you'll see this location in-use icon: @
Voice activation

Notifications

A
©
8 Microphone
)
(w]

Default location

Account info

Take reasonable action for which apps you allow location
permissions For highest level of device hardening, turn location OFF



OPEN WINDOWS SETTINGS
GO TO PRIVACY - GENERAL

CAMERA & MICROPHONE

Settings

@ Home Camera

; ) ] P : "
Find a setting Allow access to the camera on this device how your privacy options

Learn how this setting impacts your
privacy.

1g this device will be able to choose if
Privacy s by using the settings on this page
Camera acoess for this device oft Store apps and most desktop ap|
@ o does not block Windows Hello. Privacy dashboard
Privacy statement

Learn more

Windows permissions ison

@ Gzl @2 Q@ Gethelp

£ Give feedback
R Speech
Allow apps to access your camera

Inking & typing personalization If you allow access, you can choose which apps can access your camera
by using the settings on this page. Denying access blocks apps from

&5l Diagnostics & feedback accessing your camera. It does not block Windows Hello.

Hi Activity history @ or

Some ¢ e to access your camera when
settings on this page are oft. Hind out why
App permissions.

A Location Choose which Microsoft Store apps can access

your camera

O] Camera f
Turning off an app prevents it from directly accessing your camera It

does not prevent the app from accessing the camera indirectly through
O Microphone the Windows' Camera app. To prevent apps from also accessing the
camera indirectly using the Windows' Camera app, you must also turn

I - off access to the Camera app in the following lst.

Camera @ o
[ Notifications
Account info - Feedback Hub @ o

Take reasonable action for which apps have camera access

Settings

@ Home Microphone

Find a setting Allow access to the microphone on this device Know your privacy options

Learn how this setting impacts your
privacy

X ing this device will be able to choose if

Microphone access for this ccess by using the

device ws f osoft Sto. . Leam more

@ on ssing the microphone. Privacy dashboard
Privacy statement

Windows permissions uice is on

Privacy

@ Gzl @2 Q@ Gethelp

£ Give feedback
R Speech
Allow apps to access your microphone
Inking & typing personalization If you allow access, you can choose which apps can access your

y y v
microphone by using the settings on this page. Denying access blocks

[ apps from accessing your microphone.

Hi Activity history @ on

Some ¢ le to access your microphone when
settings on this page are oft. Hind out why

App permissions

If an app is using your microphone, you'll see this icon: &
A Location

[©] Camera . .
Choose which Microsoft Store apps can access

8 Microphone your microphone

Some apps need to access your microphone to work as intended,
& Voice activation Turning off an app here might limit what it can do

[ Notifications Sort by: Name v

Account info n Camera

Take reasonable action for which apps have camera access



OPEN WINDOWS SETTINGS
GO TO PRIVACY - GENERAL

VOICE ACTIVATION & NOTIFICATIONS

& Settings

@ Home

Find a setting

Privacy

Windows permissions
B General

R Speech

Inking & typing personalization
AP Diagnostics & feedback

Activity history

App permissions
A Location

[©] Camera

O Microphone
& Voice activation
[ Notifications

Account info

Settings

@ Home

Voice activation

Choose whether apps can listen for a voice keyword and then continue
listening to the microphone after a keyword is detected. If microphone
access is turned off, these settings will be unavailable.

Microphone access for this device is on

Change microphone access

Allow apps to use voice activation

If you allow access, you can use the settings on this page to choose
which apps willlisten for a voice keyword and then continue listening to
the microphone

@D orf

Allow apps to use voice activation when this
devic © " "'t

If YOU @nuw avcess, yuu van use wie settings on this page to choose
which apps will listen for a voice keyword and then continue listening to
the microphone — even when your device is locked. An app will activate
on a locked device for anyone who speaks its voice keyword.

An activated app will have access to the same data as it would have
when the device is unlocked, and the app may d that data to
others. For details regarding how an app responds while the device is
locked, contact the app publisher
You can expect voice activation when device is locked due to the
following condition
Screen on When screen is on. You can also disable sleep and get the
voice activation when it's plugged i
Change sleep setting

Know your privacy options
Learn how this setting impacts your
privacy.

Learn more

Privacy dashboard

Privacy statement

@ Gethelp

£ Give feedback

Find a setting

Notifications

Privacy

Windows permissions
8 General
Q) Speech

Inking & typing personalizatiory
&’ Diagnostics & feedback

S Activity history

App permissions

A Location
Camera
Microphone
Voice activation
Notifications

Account info

User notification access for this

device

notifications on this device

ing this device will be able to choose if
their notifications. Denying blocks

ssing any person'’s notifications.
@ o sing any person's notification:

is device is on

Change

Allow apps to access your notifications

If you allow access, you can choose which apps can access your
notifications using the settings on this page. Denying access blocks apps
from accessing your notifications,

@ on

Choose which apps can access your notifications

Some apps need access to your notifications to work as intended.
Turning off an app here might limit what it can do.

Know your privacy options
Learn how this setting impacts your
privacy

Learn more

Privacy dashboard

Privacy statement

Q@ Gethelp

& Give feedback

Take reasonable action for which apps access notifications

Turn OFF



OPEN WINDOWS SETTINGS
GO TO PRIVACY - GENERAL

ACCOUNT INFORMATION

Settings

@ Home Account info

" ; . p . "
Find a setting o] Allow access to account info on this device now your privacy options

Learn how this setting impacts your
ing this device will be able to choose if

r account info by using the settings on this
device Japps from accessing any person's account

@) off Privacy dashboard

Privacy statement

Privacy Account info access for this privacy

Learn more

Windows permissions evice is off

Inking & typing personalizatiors Change Help from the web

Managing Microsoft account privacy

Diagnostics & feedback settings

Allow apps to access your account info

Activity history If you allow access, you can choose which apps can access your name,
picture, and other account info by using the settings on this page. Q@ Gethelp
Denying access blocks apps from accessing your account info. .

g
App permissions £ Give feedback
@D off

Location

Choose which apps can access your account info

[©] Camera

Some apps need to access your account info to work s intended.
0 Weein Turning off an app here might limit what it can do.
]

Feedback Hub ( ff

Voice activation .
Notifications
A= Account info

A Contacts

[H Calendar

Turn OFF app access to your account info



& Settings

@ Home

Update & Security

Windows Update

Delivery Optimization

Windows Security

Files backup

Troubleshoot

Recovery

Activation

Find my device

For developers

Windows Insider Program

Device encryption

& Ssettings

@ Home

Windows Update

*Some settings are managed by your organization

View configured update policies
Updates available

Last checked: Today, 8:54 AM

Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.419.551
Status: Pending install

2024-10 Security Update for Windows 10 Version 22H2 for x64-based Systems (KBS046400)
Status: Pending install

2024-10 Cumulative Update for Windows 10 Version 22H2 for x64-based Systems (KB50442
Status: Pending install

Install now
View optional updates

< s0n as they're available

(@) Pause updhates for 7 days

Visit Ad d options to change the pause period

Change active hours

Currently 8:00

View update history

See updates inst n your device

Advanced options
Ad update cont

Find a setting

Update & Security

Windows Update

Delivery Optimization

Windows Security

Files backup

Troubleshoot

Recovery

Activation

Find my device

For developers

Windows Insider Program.

Device encryption

Windows Security

Windows Security is your home to view and manage the security and
health of your device.

Open Windows Security

Protection areas

£ Account protection
No actions needed

(@ Firewal &netuork protection
No actions needed.

App & browser control
No actions needed.

Device security
No actions needed

t 1
Reports on the health of your device.

Family options
Manage how your family uses their devices

Confirm green check marks

OPEN WINDOWS SETTINGS
UPDATE & SECURITY

0) - Current Channel (Broad)

WINDOWS UPDATE & WINDOWS SECURITY

Looking for info on the latest updates?

Learn more

Related links
Check Storage

OS build info

@ Gethelp

& Give feedback

Help from the web

Adding Microsoft account security info

Turning on Microsoft Defender
Firewall

Using controlled folder access

Excluding a folder from a scan

Q@ Get help

& Give feedback




OPEN WINDOWS SETTINGS
UPDATE & SECURITY

WINDOWS UPDATE & WINDOWS SECURITY

Windows Security

Security at a glance

See what's happening with the security and health of your device

Home and take any actions needed

Account protection
Firewall & network protection

i JON “3 | 5
Device security Account protection Firewall & network App & browser control Device security

No action needed. protection The setting to block potentially View status and manage

Device performance & health No action needed unwanted apps is turned off. hardware security features
Your device may be vulnerable.

Family options
Turn on

Dismiss

v gk

Device performance & Family options
health Manage how your family uses
No action needed their devices.

% Settings

Open Windows Security to mitigate Actions Recommended



OPEN WINDOWS SETTINGS
UPDATE & SECURITY

TROUBLESHOOT & FIND MY DEVICE

& Settings

@ Home Troubleshoot

Find a setting If something on your device isn't working, running a troubleshooter Help from the web

might help find and fix the problem for you.

Using fix-it tool in Windows
Update & Security

Recommended troubleshooting Q@ Get help
Windows Update

Recommended troubleshooters can help improve your Windows & Give feedback
experience. How much do you want Microsoft to help when we find

Delivery Optimization € " f
issues on your device that troubleshooters might be able to fix?

Windows Security Ask me before running troubleshooters

Files backup Share Full Diagnostic data to get additional troubleshooting
recommendations.

Troubleshoot No recommended troubleshooters right now

Last checked: never
Recovery
Activation View tr
Find my devi )
fils Additional troubleshooters
For developers

Windows Insider Program

Device encryption

& Ssettings

@ Home Find my device

Find a setting Track your device if you think you've lost it. Even if you haven't, Find my @ Gethelp
device periodically tracks your device's locations on a map to help you & Give feedback
keep tabs.

Update & Security
Find my device: ON

Windows Update Change

Delivery Optimization
You'll need to sign in with your Microsoft account as an administrator to

] use or change this setting. If you've connected a work or school account,
Windows Security Find my device won't work.

Files backup Your device's location setting is turned off, so tracking this device won't
work.

Troubleshoot
Turn on the location setting
Recovery
Activation
Find my device Learn more
Privacy statement
For developers

Windows Insider Program.

Device encryption

Discretionary by user



OPEN WINDOWS SETTINGS
UPDATE & SECURITY

DEVICE ENCRYPTION

& Settings

@ Home Device encryption

Find a setting Related settings

BitLocker settings

Update & Security Device encryption helps protect your files and folders from
unauthorized access in case your device is lost or stolen.

Help from the web
Windows Update Device encryption is on. I u r n o N

Finding my BitLocker recovery key
Turn off

Delivery Optimization Turning on device encryption

Windows Security
Q@ Get help

Files backup & Give feedback

Troubleshoot

Recovery

Activation

Find my device

For developers

Windows Insider Program

Device encryption




OPEN WINDOWS SETTINGS
ACCOUNTS

SIGN-IN OPTIONS

Windows Hello Face

This option is currently una
= Yourinfo

Windows Hello Fingerprint

Email & accounts. This option is currently un;

Windows Hello PIN

Sign-in options th a PIN (Recommendec)

Access work or school Security Key
A invith a physics

Family & other users
Passuord

T Windows backup

[ e Pasmara
wipe and tap your favorite photo to unlock your dey

Require sign-in

1f you've been away, when should Windows require you to sign in again?

[ rensen <] ReqUire Sign'in
EVERY TIME

Windows can use devices that are paired to your PC to know when
Joute away and lock your PC when those devices go out of range.

] Allow Windovs to utomaticllylock your device when you'e away

Restart apps

Automatically save my restartable apps when | sign out and restart
them after | signin.

@D on

Privacy

Show email address on

@D on

Learn more

Privacy - Use my sign-in info after an update

Settings

G Home Family & other users

Find a setting Your family

Accounts You can allow family members to sign in to this PC. Adults can manage
family settings online and see recent activity to help kids stay safe.

Your info Add a family member
+

Email & accounts

Q Can'tsign in

Sign-in options Adult

Q Can'tsign in

Access work or school Child

Family & other users Manage family settings online

Windows backup
Other users Tu r n o F F

Allow people who are not part of your family to sign in wiith their own
accounts, This won't add them to your family.

Add someone else to this PC
+
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PRIVACY




