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THE CATALYST
On June 14, 2025, investigators 
recovered a spiral notebook from 
Vance Boelter’s SUV. Inside were the 
names and home addresses of more 
than 45 Minnesota state and federal 
officials. On a separate page: a 
handwritten list of 11 data aggregator 
websites with annotations about 
pricing, data requirements, and which 
sites offered free access. Hours earlier, 
Boelter had murdered Minnesota 
State Representative Melissa Hortman 
and her husband Mark. He had also 
shot State Senator John Hoffman and 
his wife Yvette; both survived. The 
FBI affidavit was unambiguous: “Boelter extensively planned his stalking, murders, and 
attempted murders. His preparation efforts included identifying several websites that allow 
users to search for the personal information of others, like home addresses and family 
member names.”1

What distinguished this case was not the violence itself; targeted attacks on public figures 
are tragically documented throughout history. It was the evidentiary record: detailed 
documentation of how he leveraged the data broker ecosystem to conduct targeting 
reconnaissance. The notebook was not merely a list of names. It was an operational 
manual.

The mechanism Boelter documented had produced deaths before. In 1999, a stalker paid 
Docusearch twenty dollars for Amy Boyer’s date of birth, forty-five dollars for her Social 
Security number, and one hundred nine dollars for her employment address. He used that 
information to locate and kill her at her workplace. The New Hampshire Supreme Court’s 
subsequent ruling in Remsburg v. Docusearch established that such services owe a duty of 
reasonable care to the subjects of their searches, holding stalking to be a foreseeable risk 
of selling personal information.2 In 2020, a gunman used information accessed legally on 
the internet to build a targeting dossier on federal Judge Esther Salas. Her son was killed 
and her husband critically wounded.3 Congress responded by prohibiting data brokers 
from selling federal judges’ personal information.4 No equivalent federal protection exists 
for ordinary citizens.

Senator Ron Wyden captured the policy implication: “Congress doesn’t need any more 
proof that people are being killed based on data for sale to anyone with a credit card.”5 
The case crystallized a structural reality that security professionals had recognized but 
lacked documented evidence to prove: digital exposure has become a critical enabler of 
physical targeting.
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THE DATA BROKER ECOSYSTEM

Behind the notebook is an industry.

A data broker is a business that sells personal information about consumers with whom 
it has no direct relationship.6 No federal privacy statute prohibits it. This legal gap has 
persisted since Warren and Brandeis first identified the tension between technology and 
privacy in 1890.7 What emerged in that gap is now a $280 billion industry, projected to 
exceed $440 billion by the early 2030s.8 That revenue reflects the value of the underlying 
data: Acxiom, one of the largest data brokers, maintains over 10,000 data attributes on 2.6 
billion people worldwide, including 260 million Americans, accounting for 98 percent of 
the U.S. adult population.9

The ecosystem operates in two layers. Upstream brokers collect personal information from 
public records and commercial transactions, then sell it downstream to consumer-facing 
aggregators that repackage it for individual lookup. In December 2025 alone, five well-
known aggregators recorded over 60 million visitors.10 Anyone can search a name and 
retrieve home addresses, phone numbers, email addresses, and family members; some 
sites are free, others charge up to $37 per month.11 No one asks who is searching, or why.

DIGITAL EXPOSURE AND DISCOVERABILITY

Findability precedes targetability.

Digital exposure is the state of having personal information present in accessible digital 
environments: databases, public records, social platforms, and indexed sources.12 
Discoverability is the ease with which that information can be located and retrieved.

Peter Morville coined the term ‘findability’ and the principle behind it: “You can’t use what 
you can’t find.”13 He wrote for designers helping users locate content, but the principle 
cuts both ways. Every targeted threat shares a prerequisite: the target must first be found. 
Findability is the gate through which every threat must pass.

In the context of personal security, discoverability determines whether exposed data can 
be operationalized. Data aggregator profiles are indexed by search engines. Well-known 
aggregators have millions of pages in Google, each representing a profile that appears 
when someone queries a name.14 One search can surface a target’s home address, family 
members, phone numbers, and email addresses. Personal information one search away 
from anyone is now one prompt away from everyone.
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FROM FRICTION TO FRICTIONLESS

What protected privacy was the effort required to violate it.

Privacy was once protected by friction: the effort to find personal information and the 
expertise to assemble it. Both barriers are eroding.

Sun Tzu devoted an entire chapter of The Art of War to espionage approximately 
2,500 years ago.15 What digital transformation changed was not the practice but the 
effort required, reducing what once demanded significant resources and expertise 
to negligible cost in time and skill. The value lies not in any single data point but in 
assembly. Aggregated, disparate facts form what intelligence professionals call a mosaic, 
a composite picture no single data point could reveal. In United States v. Marchetti (1972), 
the Fourth Circuit formalized the mosaic theory, articulating the principle: “The significance 
of one item of information may frequently depend on the knowledge of many other items 
of information. What may seem trivial to the uninformed, may appear of great moment 
to one who has a broad view of the scene.”16 The Supreme Court reinforced this in CIA 
v. Sims (1985), establishing that individually harmless data points, when aggregated, can 
reveal what was meant to stay hidden.17 Privacy scholar Daniel Solove identified the same 
phenomenon: “Similar to a Seurat painting, where a multitude of dots juxtaposed together 
form a picture, bits of information when aggregated paint a portrait of a person.”18

Warren and Brandeis’s warning proved prescient. Their 1890 Harvard Law Review article 
had responded to portable cameras and mass-circulation newspapers, technologies 
that made it possible to capture and distribute personal information in ways previously 
impossible. “Instantaneous photographs and newspaper enterprise have invaded the 
sacred precincts of private and domestic life,” they wrote.7 Their framework anticipated 
exactly this trajectory: each generation of technology would compress the distance 
between observation and exposure.

A century later, the Court articulated why the difficulty of finding information matters. In 
Department of Justice v. Reporters Committee for Freedom of the Press (1989),19 Justice 
John Paul Stevens recognized that even publicly available information retains a privacy 
interest when it is difficult to locate and compile.

“There is a vast difference between the public records that might be found after a diligent 
search of courthouse files, county archives, and local police stations throughout the 
country and a computerized summary located in a single clearinghouse of information.”

 Justice John Paul Stevens, DOJ v. Reporters Committee (1989)
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The privacy interest, the Court held, inheres not in the secrecy of data but in the effort 
required to locate and compile it. Courts called this principle “practical obscurity”: the gap 
between what was technically public and what was practically accessible.

The data broker ecosystem collapsed the first barrier: the effort to find. Personal 
information that once required diligent searches across courthouse files and county 
archives is now available through a single search engine query. AI is collapsing the second: 
the expertise to assemble. What once required tradecraft to correlate into a targeting 
profile is now automated. What once required specialized skill now requires only a prompt.

AI-ENABLED RECONNAISSANCE

AI erodes what separated intent from action.

AI created neither the data nor the intent to misuse it. What it created was the capacity 
to correlate at speed and scale, collapsing the expertise that once stood between digital 
exposure and exploitation. The UK National Cyber Security Centre reached this conclusion 
directly: AI will “almost certainly increase the volume and heighten the impact of cyber 
attacks” by enabling less sophisticated actors to execute more effective operations.20

MITRE ATT&CK codifies reconnaissance as the first phase of adversary operations. Tactic 
TA0043 precedes initial access, execution, persistence, and every subsequent phase of 
the attack lifecycle.21 Reconnaissance begins with digital exposure. Every datum that can 
be found becomes a datum that can be used. AI has transformed both collection and 
correlation.

Large language models with web access use Retrieval-Augmented Generation (RAG), 
executing real-time searches against indexed web content and synthesizing results into 
natural language responses.22 Research analyzing over 400 keywords found that content 
ranking on Google’s first page appears in AI responses up to 77% of the time.23 If data 
aggregator profiles are indexed, AI systems can retrieve them. Reducing discoverability at 
the search engine level directly degrades AI-enabled reconnaissance.

The pattern had already surfaced 
publicly when Grok, xAI’s chatbot, 
revealed Dave Portnoy’s home 
address to over 1.3 million viewers. 
A user posted a photo of Portnoy’s 
lawn; another tagged Grok asking 
“where is this at?” Grok responded 
with the full street address, later 
verified against Google Streetview.24
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Researchers at Futurism then tested systematically, feeding 33 non-public figures’ names 
into the model. In response to prompts as simple as “[name] address,” ten queries 
returned correct residential addresses, seven returned outdated addresses, and four 
returned workplace addresses. Only once did Grok decline. In many cases, it volunteered 
unrequested information: phone numbers, email addresses, family members. When 
researchers tested identical prompts on ChatGPT, Gemini, and Claude, all three declined, 
citing privacy concerns.25

The capability extends beyond text. In October 2024, two Harvard students demonstrated 
I-XRAY: Meta Ray-Ban smart glasses combined with facial recognition and data aggregator 
scraping to identify strangers in real time. They approached people on public transit, 
greeting them by name with details about their lives. The entire lookup took seconds.26 
The methodology required only existing commercial components: smart glasses, facial 
recognition APIs, and the same data aggregator infrastructure Boelter documented in his 
notebook.

In May 2025, months after the murder of 
UnitedHealthcare CEO Brian Thompson, two 
mirror websites appeared publishing personal and 
professional information on over 23,000 executives. 
The sites framed themselves as accountability tools 
designed to help ordinary citizens contact corporate 
decision makers. Security researchers traced the 
entire build to a single freely available large language 
model, its forensic markers consistent throughout: 
emoji-laden code comments, distinctive interface 
tokens, default folder structures, standard hosting 
configurations. A commercial B2B data aggregator 
had already compiled the profiles, bundling personal 
and professional information into exportable records.
The aggregator compiled the targets, the model 
generated the platform, and the operator 
contributed only a prompt and the intent to use it.27

In each case, AI collapsed what once required skill, 
resources, and time.
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REINTRODUCING FRICTION

Friction must be restored by design.

Risk frameworks from NIST to ISO 31000 are built on a common premise: assessments 
are only as reliable as the information that informs them. The connection between digital 
exposure and physical security has always existed. A target’s home address has always 
been relevant to physical threat planning. What has changed is that digital exposure has 
become a critical enabler of that planning. The person who wants to cause harm no longer 
needs specialized tradecraft or insider access. A search engine is enough, and often, just a 
prompt.

Traditional security programs address known threat vectors: physical access, perimeter 
security, incident response. A different question now precedes those concerns: not how 
to respond to targeting, but what information enables targeting in the first place. If an 
adversary cannot discover a target’s home address, family members, or daily patterns, 
the targeting phase of the attack chain is disrupted at its origin, before the threat fully 
materializes. 

TIMELINE COMPRESSION

Extended planning was also extended exposure.

IBM researchers demonstrated that AI could research a target and construct a 
sophisticated phishing campaign in five minutes whereas human experts took sixteen 
hours, most of it spent on reconnaissance.28 The reconnaissance-to-action timeline has 
compressed and the population of capable threat actors has expanded.

Secret Service researchers Fein and Vossekuil, studying attacks on public figures from 
1949—1996, found that targeted violence follows an “understandable and often 
discernible process of thinking and behavior” that unfolds over “weeks, months, even 
years.”29 A 2018 FBI study confirmed this pattern: 77% of active shooters spent a 
week or longer planning their attacks, with observable behaviors representing “critical 
opportunities for detection and disruption.”30

These behaviors have a recognizable shape: subjects research their targets, communicate 
intentions to others, acquire weapons or materials, conduct surveillance, rehearse their 
approach.31 Each step takes time. Each step is potentially visible to family members, 
colleagues, online platforms, law enforcement. The planning phase is not merely delay; 
it is exposure. When AI compresses reconnaissance from hours to minutes, these 
intermediate steps collapse or disappear entirely. The subject moves from intent to action 
without the behavioral trail that historically enabled intervention.



360 Privacy | The Discoverability Problem 7

The ASIS International Executive Protection Standard, approved August 2025, formally 
recognizes this shift. The standard mandates that protection programs assess digital 
exposure as part of risk evaluation, including accessibility of residential information 
and family exposure on social media. It requires identifying, removing, and monitoring 
information across public records, social media, and deep and dark web sources.32

Gartner’s Continuous Threat Exposure Management framework reflects the same shift 
toward proactive exposure reduction, defining it as the continuous evaluation of “the 
accessibility, exposure and exploitability of an enterprise’s digital and physical assets.”33 
Both frameworks share a premise: what can be discovered can be targeted.

This is what reintroducing friction means in practice. The data broker ecosystem and 
AI-enabled reconnaissance have collapsed what the Supreme Court called “practical 
obscurity”: the protection that arose from the simple difficulty of finding and correlating 
information. The objective now is to restore that difficulty. To keep disparate data points 
disparate. To remove discoverable information from indexed sources before AI systems 
can retrieve it. Reducing discoverability is protection, applied at the point where targeting 
begins, breaking the mosaic before it can be assembled.

Complete invisibility is not the objective. In an economy built on data extraction, achieving 
zero digital exposure is neither realistic nor necessary. The question is not whether one has 
something to hide. As Solove observed, this framing “myopically views privacy as a form 
of concealment or secrecy.”34 The question is whether one has something an adversary can 
find and use.

Morville subtitled Ambient Findability with a phrase: What We Find Changes Who We 
Become. He meant it as an observation about seekers: the act of discovery transforms 
the discoverer. The security corollary inverts his meaning. In the moment a threat actor 
assembles a complete targeting profile, the subject of that profile is also transformed, 
from anonymous individual to actionable target. What is found about us changes what we 
become to those who find it.

Practical obscurity provided this protection by default. The objective is 
to restore it by design.
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